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Abstract; An adaptive security manage framework (ASMF) for WLAN (wireless local area net-
work) is presented to focus on security problems of of WILAN, based on which an adaptive secur-
ity management system (ASMS) is built. The ASMF bases on the theory of protocol analyse and
the theory of protocol testing. The active analysis method is applied to interact on the protocol by
constructing the test case while the passive analysis method is applied to monitor the network da-
ta flow and the performance of WLLAN. Hence, the ASMF can analyse the security of WLLAN and
manage the WLAN from integer. Compared with the existing security systems, the ASMF not
only detects the attack passively, but also probes unknown threats. In addition the ASMF can ad-
just the defensive strategy according the configure of the WLLAN. The good expansibility of
ASMEF allows users to extend new attacking testing, new attack detecting and customizing man-
agement strategy easily.
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